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2 Operator Privacy Notice 
 

O U R  D I G I T A L  V I S I T O R  A P P  
We provide a mobile application called The Alnwick Castle App (“the App”), which is available to download free of 
charge from the Apple App Store, Google Play Store, and where available, the Huawei App Gallery. The App is 
designed to enhance your visit to Alnwick Castle, allowing you to navigate our site or destination, engage with 
exhibits, attractions, and points and places of interest, and access personalised content and offers during and 
after your visit. 

The App is developed, hosted, and administered on our behalf by our technology partner, Fame Media Tech 
Limited, trading as n-gage.io (“n-gage.io”), a company registered in England and Wales (company number 
11579910) whose registered office is at 15 Welbury Way, Aycliffe Business Park, Newton Aycliffe, United 
Kingdom, DL5 6ZE. 

We are the data controller for personal information collected through the App. Our app developer acts as our data 
processor, processing your data only on our documented instructions under contractual obligations that meet 
the requirements of UK GDPR. Our app developer’s own privacy policy is available at www.n-gage.io/privacy-
policy. 

W H A T  I N F O R M A T I O N  T H E  A P P  C O L L E C T S  

I N F O R M A T I O N  Y O U  G I V E  U S  D I R E C T L Y  
When you register for or use the App, we may collect your name and email address if you choose to create an 
account, and optionally your date of birth and gender. If you have made a booking and we have a ticketing 
integration with your provider, we may also receive your name, email address, purchase history, and details of any 
membership, annual pass, or sponsorship arrangement you hold with us. We also collect any voucher or 
promotional codes you redeem, photos or videos you choose to upload, and your responses to quiz questions, 
surveys, or feedback forms within the App. 

If you choose to share accessibility or disability information with us to help us tailor your visit or App experience, 
we will collect and use that information solely for that purpose. This is classed as special category personal data 
under UK GDPR, and we will only collect it with your explicit consent. It will not be used for any other purpose and 
will be deleted when you close your account or withdraw your consent, whichever comes first. 

Legal basis: Information you provide directly: contract performance (Art. 6(1)(b)); accessibility data: explicit consent (Art. 6(1)(a)) and Art. 
9(2)(a). 

I N F O R M A T I O N  C O L L E C T E D  A U T O M A T I C A L L Y  
When you use the App, we and our app developer automatically collect certain technical information. This 
includes your device’s IP address, device ID, name, model, operating system, app version, and time zone setting, 
as well as App interaction data, crash logs, diagnostics, and performance information. We also record which 
device permissions you have granted or denied, such as location, Bluetooth, camera, photo library, and push 
notifications. 

Legal basis: Legitimate interests — service stability, fraud prevention, and operational improvement (Art. 6(1)(f)). 

www.n-gage.io/privacy-policy
www.n-gage.io/privacy-policy
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L O C A T I O N  A N D  M O V E M E N T  D A T A  
If you grant the App permission to access your location, we collect information about your position within our site 
or destination. We use this to provide navigation, trigger location-based content, connect you to nearby beacons, 
and record your route and movement patterns. You will be told at the point of asking that your location may also 
be used to deliver personalised offers, discounts, and recommendations relevant to where you are. You may 
grant precise or approximate location access, or deny it entirely. 

We also offer the option to enable background location, which allows the App to collect your location even when 
the App is not actively in use. If you grant this, we use it to deliver contextual content and offers relevant to your 
proximity to specific areas within our site or destination, and to record and analyse your route. Background 
location is only collected within the boundaries of our site or destination and is never used to track your 
movements outside of it. You are under no obligation to grant this permission and the core features of the App will 
still work if you choose not to. You can withdraw it at any time through your device settings. 

Both foreground and background location data are retained for up to 12 months from the date of collection. We 
retain location data for this period because it enables us to analyse seasonal visitor movement patterns, which 
helps us improve site layout, staffing, and the overall visitor experience. We have carried out a Legitimate 
Interests Assessment which concluded that this purpose is proportionate and that 12 months represents the 
minimum period necessary for meaningful longitudinal comparison. You have the right to object to retention of 
your location data beyond 90 days at any time by contacting us at dpo@northumberlandestates.co.uk. 

Legal basis: Legitimate interests — operational analytics and visitor experience improvement (Art. 6(1)(f)); Legitimate Interests Assessment 
completed. 

B L U E T O O T H  A N D  B E A C O N  D A T A  
Where our site or destination uses Bluetooth beacons and you grant Bluetooth permission, the App detects and 
connects to beacons positioned throughout the site. This allows us to trigger location-specific content, track your 
journey through different zones, and deliver contextual information as you explore. Where you have consented to 
receive push notifications, Bluetooth proximity data may also be used to deliver notifications relevant to your 
location within the site. Bluetooth data is used for proximity detection within our site or destination only. 

Legal basis: Contract performance for content delivery (Art. 6(1)(b)); consent for proximity-triggered notifications (Art. 6(1)(a)) and PECR 
consent. 

P U S H  N O T I F I C A T I O N S  
If you grant the App permission to send notifications at the operating system level, we may use that capability to 
send you notifications about your visit and experience at [Operator Name]. These may include visit reminders, 
show and event timings, information about exhibits and attractions near you, venue operational updates, and 
offers and promotions relevant to your visit. 

We use a single consent model for all push notifications. Granting the operating system permission alone does 
not constitute consent to receive notifications from us. In addition to the OS-level permission, you will be asked to 
give your specific consent through a separate in-app consent prompt before we send you any notifications. Both 
the OS permission and your in-app consent are required. We will not send you notifications unless both have 
been given. 
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Your consent is recorded with a timestamp and the means by which it was given. You can withdraw it at any time 
through the notification preferences within the App or by contacting us at [privacy contact email]. Withdrawing 
your consent will stop all notifications. It will not affect your use of the App or any other aspect of your account. 

Legal basis: Consent (Art. 6(1)(a)) and PECR consent. 

E M A I L  C O M M U N I C A T I O N S  
If you opt in to email communications during App registration, we will use your registered email address to send 
you marketing communications about offers, events, and updates relevant to your experience with us. Your opt-in 
at registration constitutes your consent under the Privacy and Electronic Communications Regulations 2003 
(PECR) to receive marketing emails from us. The opt-in checkbox also incorporates a confirmation that you are 
aged 13 or over; this age declaration is recorded alongside your consent. This consent is recorded with a 
timestamp and the means by which it was given. You can withdraw it at any time by clicking the unsubscribe link 
in any email, or by contacting us at [privacy contact email]. Withdrawing this consent only applies to email 
marketing sent on the basis of your App registration opt-in; any consent given through a separate channel, such 
as ticket purchase or membership registration, remains in place unless you withdraw it separately. 

Legal basis: Consent (Art. 6(1)(a)) and PECR consent; withdrawal does not affect App access. 

H O W  W E  U S E  Y O U R  I N F O R M A T I O N  
We use the personal information collected through the App to: 

• identify and match your booking details when you register, where a ticketing integration is in place 

• create and manage your user profile and enable your use of the App 

• personalise your experience, including displaying details of any adoptions or sponsorships you hold with us 

• provide navigation, location-based content, and proximity-triggered experiences during and after your visit 

• send you notifications about your visit and account where you have given your consent 

• send you push notifications where you have given your consent through the in-app consent prompt 

• collate visitor experience information and prepare anonymised statistical reports to improve visitor 
engagement 

• notify you of changes to the App’s terms of use 

• resolve concerns or complaints you raise in relation to the App or your visit 

• protect our business, systems, and technology from fraud and security incidents 

 

Where you have provided accessibility or disability information, we use it solely to tailor your in-App experience or 
visit arrangements. It is not used for any other purpose, is not shared with third parties beyond what is strictly 
necessary to arrange any accommodations you have requested and is deleted on account closure or earlier 
withdrawal of your explicit consent. 

Our app developer uses automated systems and artificial intelligence to analyse visitor behaviour patterns, 
movement through our site or destination, and interaction with exhibits and attractions. This analysis supports 
operational improvements and experience enhancement. It does not make decisions that produce significant 
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effects about you as an individual and does not involve the processing of special category data for automated 
decision-making purposes. Where any automated processing involves personal data, appropriate transparency 
and safeguards are maintained in accordance with the Data (Use and Access) Act 2025. You have the right to 
object to this processing at any time by contacting us at [privacy contact email]. 

L E G A L  B A S I S  F O R  P R O C E S S I N G  
We process your personal information under four lawful bases depending on the activity involved. 

C O N S E N T  
We rely on consent for App registration where opted in, push notifications (requiring both OS-level permission and 
a separate affirmative in-app consent selection before any notification is sent), email marketing where you have 
opted in during registration, any optional data collection such as preferences or feedback, and the collection and 
use of any special category data such as accessibility or disability information. For special category data, we 
additionally rely on the explicit consent condition under Article 9(2)(a) of the UK GDPR. Where we rely on consent, 
you may withdraw it at any time without affecting the lawfulness of processing carried out before withdrawal. 

C O N T R A C T  P E R F O R M A N C E  
We rely on contract performance to create and manage your account, deliver in-App services including navigation 
and location-based content, and identify and match your booking details where a ticketing integration is in place. 

L E G I T I M A T E  I N T E R E S T S  
We rely on legitimate interests for fraud prevention, security monitoring, business analytics and service 
improvement, retention of App interaction data, device and technical data, and visitor location data for 
operational analytics. Where we rely on legitimate interests, we have carried out a balancing assessment and are 
satisfied that our interests are not overridden by your rights and freedoms. You have the right to object to 
processing carried out on this basis. 

L E G A L  O B L I G A T I O N  
We rely on legal obligation to comply with applicable laws and respond to lawful requests from regulatory 
authorities. 

S H A R I N G  Y O U R  I N F O R M A T I O N  

O u r  a p p  d e v e l o p e r  

Our app developer collects personal information directly from you through the App on our behalf and makes it 
available to us through the operator platform we use to manage the App. This covers all the information described 
in this notice, including your registration details, visitor experience information, device and technical data, 
content you upload, and responses to interactive features. Where we have a ticketing integration, this also 
includes your purchase history, membership or annual pass details, and any vouchers redeemed. Our app 
developer processes this data solely on our instructions and is contractually prohibited from using it for their own 
purposes. 
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T e c h n o l o g y  p a r t n e r s  a n d  i n t e r n a t i o n a l  t r a n s f e r s  

Our app developer uses a small number of trusted technology subprocessors to deliver the infrastructure 
underpinning the App. All subprocessors are subject to contractual data protection obligations consistent with 
UK GDPR requirements. 

Personal data processed by subprocessors is held within the United Kingdom or the European Economic Area. 
Transfers to EEA countries are covered by UK adequacy regulations, under which the UK Government has 
recognised EEA countries as providing an adequate level of data protection, meaning your data can flow to those 
countries without any additional safeguard being required. 

Should any subprocessor change ever require a transfer to a country not covered by UK adequacy regulations, our 
app developer will put an appropriate safeguard in place before that transfer occurs — such as the ICO-approved 
International Data Transfer Agreement (IDTA) or the UK Addendum to EU Standard Contractual Clauses — and 
will carry out a Transfer Risk Assessment applying the ‘not materially lower’ data protection test introduced by the 
Data (Use and Access) Act 2025. This notice will be updated to reflect any such change. You can request details 
of the subprocessors currently in use and the transfer safeguards applicable to each by contacting support@n-
gage.io. 

O t h e r  s h a r i n g  

We may also share your information with our professional advisors, regulatory authorities where required by law, 
and in connection with any merger, acquisition, or restructuring of our organisation, always subject to appropriate 
confidentiality protections. We will never sell your personal information for marketing purposes. 

H O W  L O N G  W E  K E E P  Y O U R  I N F O R M A T I O N  
We retain personal information only for as long as is necessary for the purposes described in this notice. The 
retention periods for each type of data we hold are as follows. 

Account and profile data is kept for three years from your last interaction with the App or our service. Booking and 
ticketing data is kept for six years from your visit date, in line with standard legal limitation periods. Photos and 
content you upload are retained until you delete them or close your account. 

Location data — whether collected during active use of the App or in the background — is retained for up to 12 
months from the date of collection, as described in the location section above. You can ask us to delete your 
location data after 90 days by contacting us at [privacy contact email]. 

Crash logs and diagnostic data are retained for 90 days. Device and technical data is kept for the duration of your 
account plus 12 months following account closure. Bluetooth proximity and beacon interaction data is retained 
for up to 12 months from collection, in line with our location data retention policy. Records of which device 
permissions you have granted or denied are retained for the duration of your account plus 12 months. 

Marketing consent records — including records of your in-app consent to push notifications and your opt-in to 
email marketing — are retained for the duration of your consent plus six years afterwards, in line with standard 
limitation periods, so that we can demonstrate your consent was validly obtained if ever required to do so. 

Accessibility or disability information is retained only until you close your account or withdraw your explicit 
consent, whichever comes first. 
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Anonymised and aggregated analytics data may be retained indefinitely, as it no longer constitutes personal data 
once anonymised. 

D E V I C E  P E R M I S S I O N S  
To use all features of the App, you may be asked to grant the following permissions on your device. You have full 
control over each permission and can grant, deny, or revoke any of them at any time through your device settings. 
Denying certain permissions may limit some features of the App but will not prevent you from using its core 
functions. 

• Location services — to track your position within our site or destination and deliver location-based content; 
with an option to also enable background location for use when the App is not actively open 

• Bluetooth — where beacons are deployed at our site, to connect to them and trigger proximity-based 
content 

• Push notifications — to receive service communications and, where you have separately consented, 
marketing communications from us via the App 

• Camera — if you choose to take photos or participate in interactive features 

• Photo library — if you choose to upload existing photos or content 

• Microphone — if you choose to record audio or video content within the App (where applicable) 

Information about which permissions you have granted or denied is collected to help us understand usage 
patterns and improve the App. 

Y O U R  R I G H T S  
Under UK data protection law, you have the following rights in relation to your personal information. There is no 
charge for exercising any of these rights, though we may charge a reasonable fee for requests that are manifestly 
unfounded, repetitive, or excessive. We aim to respond to all requests within one month. 

• The right of access — to request a copy of the personal information we hold about you 

• The right to rectification — to request correction of inaccurate or incomplete information 

• The right to erasure — to request deletion of your information in certain circumstances 

• The right to restriction — to request that we limit how we use your information 

• The right to data portability — to receive your information in a structured, machine-readable format 

• The right to object — to processing based on legitimate interests (including the right to object to retention of 
your location data beyond 90 days) or to direct marketing, which is an absolute right 

• The right to withdraw consent — at any time where we rely on consent, including explicit consent to process 
accessibility information, without affecting the lawfulness of prior processing 

To exercise any of these rights, please contact us at: dpo@northumberlandestates.co.uk 

You also have the right to lodge a complaint with the Information Commissioner’s Office (ICO) at any time. The 
ICO can be contacted at Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF, by phone on 0303 123 1113, 
or at www.ico.org.uk. 
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Under the Data (Use and Access) Act 2025, you also have the right to raise a complaint directly with us as the 
data controller. To do so, please contact us using the details in the Contact Us section below. We will 
acknowledge your complaint within 30 days and keep you informed of progress and the outcome. There is no 
charge for making a complaint. 

C H I L D R E N ’ S  P R I V A C Y  
Our site or destination is visited by families with children of all ages. The App is designed to be used by children as 
well as adults, and we take our responsibilities to younger users seriously. We apply the standards set out in the 
UK Information Commissioner’s Age-Appropriate Design Code (Children’s Code) to the design and operation of 
the App. The best interests of the child are a primary consideration in how we design data processing within the 
App. 

Privacy settings within the App are set to their highest privacy level by default. Both location tracking and push 
notifications are disabled until you actively choose to enable them. No data is collected through those features 
until you do so. You can change your settings at any time through your device settings or within the App. 

We do not profile users for the purposes of targeted advertising or behavioural marketing. Any visitor analytics we 
carry out is conducted on an aggregated and anonymised basis and does not produce profiles of individual users, 
including children. 

Children under 13 may not create an account or use the App without the supervision and consent of a parent or 
guardian. We do not knowingly collect personal information from children under 13 without verifiable parental 
consent. If you are a parent or guardian and believe your child under 13 has provided personal information 
without your consent, please contact us immediately at [privacy contact email] and we will investigate and take 
appropriate action promptly. 

P R I V A C Y  F O R  Y O U N G  V I S I T O R S  —  A  G U I D E  F O R  U N D E R  1 8 S  
Hi! This is your privacy guide for the Alnwick Castle App.  

We want you to know exactly what information the Alnwick Castle App collects about you, why we need it, and 
what you can do about it. This page explains everything in plain English — just for you. 

Who looks after your information? 

Alnwick Castle is responsible for your personal information when you use the Alnwick Castle App. We use a 
technology company called n-gage.io to manage an app for us — they keep it running on our behalf, but we are 
responsible for your data. If you have any questions, you can contact us at dpo@northumberlandestates.co.uk. 

W h a t  i n f o r m a t i o n  d o e s  t h e  A p p  c o l l e c t  a b o u t  y o u ?  

Things you tell us: 

• If you create an account, we collect your name and email address 

• If you answer quiz questions or fill in feedback forms, we keep those answers 

• If you upload photos or videos, we store those too 
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Things the App collects automatically: 

• Basic details about your phone, like what type it is and what software it runs 

• Information about how you use the App, for example which parts you visit 

Your location: 

• If you say yes when the App asks to use your location, we use it to help you find your way around and show 
you content near where you are 

• You can also choose to let the App use your location in the background, even when you are not actively 
using it 

• You do not have to say yes to any of this. The App will still work if you say no. 

• Your location information is kept for up to 12 months 

Messages from us: 

• If you say yes to notifications, we can send you messages about your visit 

• If you also agree separately, we can send you offers and event news — but only if you agree to those 
specifically 

• You can turn any of these off at any time in your phone’s settings or in the App 

Why do we collect this information? 

• To set up and manage your account 

• To help you navigate our site and get the most out of your visit 

• To send you relevant offers or content if you have agreed to this 

• To understand how visitors use the App so we can make it better 

• We never sell your information to other companies 

W h o  e l s e  s e e s  y o u r  i n f o r m a t i o n ?  

We share some of your information with n-gage.io, the company that runs the App for us, but they can only use it 
to run the App on our behalf. Your information stays within the UK or Europe. We may also share it with authorities 
if the law requires us to. 

H o w  l o n g  d o  w e  k e e p  y o u r  i n f o r m a t i o n ?  

• Your account information is kept for three years after the last time you use the App 

• Your location information is kept for up to 12 months 

• Photos or videos you upload are kept until you delete them 
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Y o u r  r i g h t s  —  w h a t  y o u  c a n  d o  

You have rights over your information. You can ask us to show you what we hold, correct anything that is wrong, 
delete your information, or stop using it in certain ways. You can also change your mind about anything you have 
agreed to — like location access or notifications — at any time. Just contact us at [privacy contact email] and we 
will get back to you within one month. It will not cost you anything. 

W h a t  i f  s o m e t h i n g  f e e l s  w r o n g ?  

If you are not happy with how we have handled your information, you can complain to the Information 
Commissioner’s Office (ICO) at www.ico.org.uk or by calling 0303 123 1113. 

A  n o t e  f o r  p a r e n t s  a n d  g u a r d i a n s  

If your child is under 13, they should not create an account or use the App without your supervision and consent. 
If you believe your child has shared information with us without your consent, please contact us at 
dpo@northumberlandestates.co.uk straight away and we will deal with it promptly. 

C H A N G E S  T O  T H I S  N O T I C E  
We may update this section of our Privacy Notice from time to time to reflect changes in how we use the App or 
changes in our app developer’s platform and services. We recommend checking this notice periodically to stay 
informed about how we handle your personal information. 

C O N T A C T  U S  
If you have any questions about how your personal information is used in connection with the App, or wish to 
exercise your data protection rights, please contact: 

Email: dpo@northumberlandestates.co.uk 

Telephone: +44 (0)1665 510777 

For questions about our app developer’s role as data processor, or to exercise rights in relation to data they hold 
as controller in their own right, please contact Fame Media Tech Limited (trading as n-gage.io) at support@n-
gage.io or by post to 15 Welbury Way, Aycliffe Business Park, Newton Aycliffe, DL5 6ZE, UK. 
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